Privacy Policy - Hampshire Hand
Surgery (Alistair Phillips)

Introduction:

This privacy notice explains how Hampshire Hand Surgery (Alistair Phillips) collects, uses and
protects your personal data. We are committed to complying with the General Data Protection
Regulation (GDPR), the UK Data Protection Act 2018 and all other applicable data protection
laws. Your privacy is important to us and we are dedicated to safeguarding your data privacy
rights.

1. Who We Are and How to Contact Us:

Practice Name: Hampshire Hand Surgery (Alistair Phillips)

Registered Address: Kingfisher House, Rownhams Lane, North Baddesley, Southampton,
Hampshire, England, SO52 9LP

Data Controller and Data Protection Officer: Alistair Phillips
Contact Information:

Phone: 07359 248779

Email: contactus@cpmoffice.co.uk

Website: https://alistairphillips.co.uk

2. What Personal Data We Collect:

Basic Personal Data:

Name, address, contact details (phone number, email address).

Special Category Data:

Health information, medical history, treatment details and any other data necessary for providing
healthcare services. This data is collected through the Carebit.co EPR system.

Website data:

IP address, Browser type and cookie information via Google Analytics.

3. How We Use Your Personal Data:
To provide healthcare services, including diagnosis, treatment and care.
To maintain accurate medical records.

To communicate with you regarding appointments and treatment.


https://alistairphillips.co.uk

To comply with legal and regulatory obligations.
To send blog updates, when the user has consented.

For website analytics to improve user experience.

4. Legal Basis for Processing Your Data:

Article 6(1)(b) GDPR: Processing is necessary for the performance of a contract (providing
healthcare services).

Article 6(1)(c) GDPR: Processing is necessary for compliance with a legal obligation.

Article 9(2)(h) GDPR: Processing is necessary for the purposes of preventive or occupational
medicine, medical diagnosis, the provision of health or social care or treatment,’ or the
management of health or social care systems.

Article 6(1)(a) GDPR: When processing data for blog updates, consent is the legal basis.

5. Data Storage and Security:

Patient data is stored securely on Carebit.co's servers, which use encryption and other security
measures.

Google workspaces is used for general business correspondence.

We implement appropriate technical and organisational measures to protect your data from
unauthorised access, disclosure, alteration, or destruction.

Our website is monitored by Securi.co.

Google workspaces uses 2 factor authentication.

6. Data Retention:

Patient records are retained in accordance with NHS guidelines and legal requirements.
Generally, medical records are retained for a minimum of 8 years after the last treatment or, in
the case of children, until their 25th birthday (or 26th if they were 17 at the end of treatment).
Financial records are retained for 6 years. Email addresses for blog updates will be deleted
when the user unsubscribes.

7. Sharing Your Data:

We may share your data with other healthcare professionals involved in your care, such as GPs,
hospitals and other specialists, when it is necessary for your treatment.

We may share data with third-party service providers, such as Carebit.co, who assist us in
providing our services.

We will only share your data when required by law or with your explicit consent.

Partner organisations may include: GP’s, Hospitals and other healthcare providers.



8. Your Rights:
Right to Access:

You have the right to request access to your personal data.

Right to Rectification:

You have the right to request that we correct any inaccurate or incomplete data.
Right to Erasure:

You have the right to request that we delete your data in certain circumstances.

Right to Restriction of Processing:

You have the right to request that we restrict the processing of your data in certain
circumstances.

Right to Data Portability:

You have the right to receive your data in a structured, commonly used and machine-readable
format.

Right to Object:
You have the right to object to the processing of your data in certain circumstances.

Right to Withdraw Consent:

You have the right to withdraw your consent at any time where we rely on consent to process
your data.

To exercise these rights, please contact us at contactus@cpmoffice.co.uk.

9. Data Subject Access Requests (DSAR):

You have the right to view or obtain copies of your information.
Requests should be made to Hampshire Hand Surgery.

There is no charge for a copy of your information.

We will respond within one month.

You must provide sufficient information to verify your identity.

10. Changes to Your Information:

Please inform us of any changes to your personal information to ensure our records are
accurate.

11. Cookies:

This website uses cookies for analytics and to improve user experience. You can manage your



cookie preferences in your browser settings.

12. Complaints:

If you have any concerns about how we handle your data, you have the right to lodge a
complaint with the Information Commissioner's Office (ICO).

13. Updates to This Policy:

We may update this privacy policy from time to time. We will notify you of any significant
changes.

Important Considerations:

This revised policy provides a more detailed framework.

It is still vital to have this reviewed by a legal professional.

Ensure that your practices and agreements with Carebit.co align with this policy.

Maintain accurate records of consent and data processing activities.
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